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O diéu can lam sau khi
thiét lap mang Wi-Fi

Sau khi thiét lap hay nang cap hé théng mang Wi-Fi,
ban can kiém tra lai nhing yéu t6 sau truoc khi cho

phép moi nguoi két noi.

au khi hoan tat qua trinh lap dat
Shé thong mang Wi-Fi, ai cung

nong long muon bat len ngay va
keu goi moi nguoi cung nhau két noi
va truy cap Internet. Tuy nhien, chuyen
gia an ninh mang khuyeén rang, khong
bao gio thira néu ban bo ra vai phut de
kiém tra lai ky cang hon truoc khi cho
phep moi nguoi két noi. Cac van de can
luu tam o day la bao mat va hiéu nang
cua he théng mang khong day. Bai viét
sau day se dé cap ky hon voi 9 luu 'y
can thiét.

1. Kiém tra lai cac
diém truy cap riéng lé

Néu he théng mang khong day
mai cua ban co nhiéu thiét bi truy cap
khong day (access point) riéng lé thi
day la dieu dau tien can lam. Ban can
xem tung thiét bi xem co hoat dong
hay khong, cac den bao c6 sang hay

chop dung nhu trong sach huong dan
di kem hay khong. Neu mot trong
nhing access point bi hong thi ban can
thay ngay de khong lam anh huong
den toan heé thang mang. Ban can nho
rang, access point la diém truy cap
khong day, hoat dong tuong tu cac bo
chuyén mach mang (switch), Ban co thée
gan access point vao bat ky nut mang
(dau mang) nao.

Can bo tri cac thiet bi phat Wi-Fi 6 vi tri phu hop.
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Cung trong buoc nay, ban can
kiem tra lai day cap noi co duoc gan
chac chan chua, cac thang so thiet lap
da chinh xac de access point co the
truy cap va phat tin hieu hay khang.
Rat nhieu truong hop vi thiet lap sai
mot thong so ben trong thiét bi access
point ma dan den tin hieu phat khong
tot, tham chi nguoi dung khong ket ’
noi duoc voi mang Wi-Fi. Vei tac vu
chan doan cac thiét lap co chinh xac
hay chua thi ban nén kiem tra xem
nha san xuat thiet bi access point co
bo sung tién ich cai dat nhanh hay
khong. Thong thuong, trén cac tien ich
Quick Setup co chuc nang chan doan
(diagnose) va huong dan khac phuc 161
thiét lap sai.

Cuang trong buac nay, ban nén xem
lai vi tri dat cua cac access point sao cho
hop ly dé song phat ra duoc rong va
€0 do phu cao hon. Nen tranh cac vi tri
goc hep, bi che boi tuong
gach, tam kim loai hay go.

2. Kiém tra
lai thong s6
VLAN cho
tung SSID

Neu he thong mang
cua ban duoc thiét lap voi
nhiéu mang LAN ao (virtual
LANSs) va SSID thi rat co
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Kiém tra ky thong s6 VLAN cho tung SSID.

thé ban sé thiét lap sai cac thong s6
lien quan trén router, switch hay access
point. Vi du, mac du ban chi dinh méi
SSID voi mot VLAN don, nhung rét co
the thong so VLAN Tagging bi khai bao
sal. Dieu nay vo tinh khien he théng

tu dong tro mot VLAN riéng (private
VLAN) dén voi mot VLAN cong khai
(guest VLAN). Bén canh do, khi ban
chay thir mai access point thi can kiém
tra that ky thong so nay dé chac chan
rang chung duoc van hanh hoan hao, vi
se rat ton thoi gian dé sum, thiét lap lai
dung cho cac VLAN bi cau hinh sai,

Ban can biet, VLAN la mot mang ao
dia phuong hoac mang LAN &o, duoc
su dung dé phan chia linh vuc phat
song cua mot thiét bi mang.

Sau khi cai dat cho ting access
point, ban nén thu ket néi voi méi SSID
{ten mang Wi-Fi) dé chac chan rang cac
thiét bi dau cudi duoc cap mot dia chi
IP cia mot VLAN cu thé. Bé chéc chan
thiét lap dinh tuyén Inter-VLAN khong
vo tinh kich hoat hay cac quy tac lien
quan dén tuong lUa bi cau hinh sai, ban
can cho phep nguoi dung truy cap co
the "ping” qua lai gita cac thiét bj hoat
dong tren cung mot VLAN va gita cac
thiet bi st dung voi cac mang VLAN
khac,

3. Do lai mot 1an naa
thiét lap cua SSID
e truyen tin hieu tur access point

den cac thiét bi can su dung, ban can
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cho phep thiét bi phat (o day la access
point) truyen song vai SSID tuong ung.
Noi dé hiéu, vi du access point A voi
thiet lap SSID la Wi-Fi_A sé truyén tin
hieu dén nguoi dung thiét bi cudi (may
tinh bang, dien thoai...) khi cac thiét bj
nay két nai voi SSID nay.

Neu ban dang st dung cong cu
diéu khien mang khong day dé quan ly
tat ca cac access point, SSID va nhiung
thiet lap khac thi buoc nay sé tro nen
don gian hon. Mot luu y nho o day la
mac dinh, ten mang Wi-Fi (SSID) thuong
duoc hién cong khai dé bat ky ai ciing
co thé do ra duoc, vi vay viec an va thay
doi SSID la buac tiep theo trong bao
mat mang Wi-Fi. Bé thuc hién, ban vao
muc Wireless > Basic Wireless Settings,
thay doi ten SSID trong phéan Network
Name, sau do chon Disable trong muc
SSID Broadcast. Tuy nhien, viec nay sé
khien cho viec két n6i Wi-Fi cua ban

>
CISCOCONNECT

Xem lai cac thiét lap lien quan dén SSID (tén mang va nhing

Network ID: (0-4096)
Cllont Authentication Setings N B
Methods Accepted:
[ Dptn Authentication <NO ADDITION> .
) Shared Authentication < NO ADDITION> -

kho khan hon vi phai nhap thu cong tu
SSID cho dén mat khau.

Viec chon tén mang Wi-Fi cang la
mot luu y, mac du tén SSID cho phep
t6i da 32 ky tu va chap nhan ca dau
cham, dau cach... Nhungsban nén
chon ten SSID sao cho don gian va
mang neét dac trung cho dé quan ly néu
he théng mang co nhiéu SSID.

4. Kiém tra vung phu
song khong day

Mot lan nia, ban can kiém tra xem
song Wi-Fi co duoc phu rong khdp hay
khong, mac du hien nay cong nghe
trén cac thiet bi phat va ang-ten tich
hop giup song “len 16i” dén moi ngoc
ngach.

Ngoai cach thu cong la ban mang
dien thoai hay laptop chay dén khap
noi trong nha va kiém tra xem mang
Wi-Fi “song sanh” thé nao, thi co cach
khac tien loi hon 13 su dung cong cu do
va phan tich muc phu song.

Ban co thé dung dén cac cong cu
nhu AirMagnet, Ekahau hay TamoGraph
de xem muc song phat ra (duoc do
bang gia tri dBm) ctia he thong mang
khong day. Cac cong cu nay con so do
hoa dt lieu thu duoc giup cho ban dé
hinh dung hon. Nhung tien ich nay con
thong ke duoc do nhiéu va muc do
SNR hay tham chi cac ten mang SSID
bi dn. Cac cong cu khao sat bang ban
do cho phep ban hinh dung duoc muc
su dung kenh, tin hiéu va cac thong so

SSID: CISCOCONNECT

VLAN: 8 T Denevians
Backup 1
Backup 2

Brciup 3

& Radiof-802 11N 4
¥ Radiot-802 11N

tuy chon lien quan dén ten mang Wi-Fi),
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Ban do muc song khong day duoc do bang cong cu AirMagnet Survey.

khac tren ban do nhiet. Biét ro vé he
théng mang se cuc ky htu ich, nhat la
doi voi cac mang lon.

5. Kiém tra lai bang
tan cua mang Wi-Fi

Hau hét cac access point moi déu
co tinh nang tu dong chon kénh giup
thiét lap kenh tot nhat khi thiet bi khoi
dong. Bén canh do, mot sO mau access
point con co them tinh nang chon kénh
dong dé do song Wi-Fi lien tuc hay dinh
ky nham chuyén sang kenh co tin hiéu
t6t nhat, Nhung muc do cam bién va
chinh xac noi chung thay doi tuy theo
loai access point, do do ban nen |udn
kiém tra lai nhung lan tu dong do kenh
bang cach thu cong ngay sau dova
sau nay cung phal kiem tra dinh ky. Tuy
nhien, dé co the phan tich cac kenh
chinh xac, truoc hét ban can phat tim
hiéu vé cac bang tan va kenh cua mang
khong day.

Coéng nghe ngay nay hien co hai
bang tan vo tuyen RF (radio frequency)
danh dé su dung mang Wi-Fi la 2,4GHz
va 5GHz. Ca hai bang tan nay dung
phé sang vo tuyén khong can dang
ky, nghia la thiét bi Wi-Fi khong truy

Ung dung Wifi Analyzer giup phan tich bang tang mang Wi-Fi.

cap doc quyén vao cac lan song trong
khong gian nhung phai chia sé voi cac
thiet bi khong day khac, gom dién thoai
khong day, camera an ninh khong day,
16 vi song, thiét bi Bluetooth va Zigbee,
hé thong radar cung nhang chung loai
thiét bi khac. Thiét bi Wi-Fi dung cac
chuan ct hon nhu 802.11b va 802.11g
chi str dung bang tan 2,4GHz, trong khi
thiét bi dung chuan mai hon la 802.11n
va 802.11ac co thé su dung ca hai loal
bang tan 2,4GHz va 5GHz.

Ban se thay rang bang tan 2,4GHz
kha chat choi va co thiet ké kénh trung
lap nén lam han ché so kénh kha dung.
Du bang tan nay that su khong du rong
cho cac mang Wi-Fi nhung viéc no phai
chia sé voi nhiéu cong nghé khong day
khong can dang ky su dung cang lam
cho bang tan cang kem hieu qua hon.
Trong khi do, bang tan 5GHz rong hon
nhieu nén it bi nghen, du vay co vai
quy dinh ve cach su dung co thé lam
han ché s6 kenh kha dung trong bang
tan nay.

6. Kiém tra muc su
dung kénh

Hién co nhiéu tién ich giup phan

Stalus

l-lu:.:n Setup
WPS
THetwork
Wireles:

-Wireless Setlings

- Wireleas MAC Filtering
- Wireless Advanced
Wircless Statistics
" Guest Hetwork
DHCP
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Cong cu phan tich muc su dung kenh Wi-Fi AirMagnet Spectrum XT vot
biéu do théng ke truc quan vé tin hiéu song Wi-Fi, do nhiéu, tan so, kenh...

tich pho RF nhu AirMagnet Spectrum
XT hay Wi-Spy dé ban do muic st dung
kenh Wi-Fi. Nhing cong cu nay con
cho bigt muc do tin hieu va nhiéu, ngay
ca tu cac thiét bi khong dung Wi-Fi.
Thuong thi cac cong cu phat hién Wi-Fi
va tham chi cac phan mém phan tich
chuyeén nghiép tu chung khong thé doc
duoc tin hiéu khong-Wi-Fi. Tuy nhien,
hau hét cac phan mem phan tich va
cong cu khao sat chuyén nghiep deu co
tich hop trinh phan tich pho RF.

7.Dam bao bao mat
cho mang khong
day

Ban can biet, hién tai ma hoa
mang khong day WPA2 bao mat hon
WPA WEP; WPA2 dung khoa ma hoa
dong co the thay doi theo thoi gian
dinh truoc (mac dinh la 3.600 giay).
Do do, ban can dat muc bao mat cho
mang Wi-Fi len muc WPA2-Personal
6 muc Wireless > Wireless Security >
Security Mode. Voi doanh nghiép co may
chu xac thuc Radius thi ban nén chon

WPA2-Enterprise, tiép theo ban chon
ma hoa AES, va dat khoa ma hoa tu

Wireless Security

& Disable Security

Versios  WPAZPEK __ +|

lnf-rypﬂon.] | AES ':I
Wircloss Pasaword:  |eaadmOF® |
&mmmmmm:
Group Koy UpdatoPeriod: |0 | Seconds (Keep defeut|

o WPAWPAZ - Enterprise

Thiét lap bao mat 6 chuan WPA2 gitp cho mang Wi-Fi duoc an toan va kho
bi hacker tan cong hon.

10.2016 | PCWORLD VN 61



Wireless MAC Filtering

Wireless MAC Filtering: Disabled

Filtering Rules

¢ Deny the stations specified by any enabled entries in the listto access.

@® Allowthe stations specified by any enabled entries in the list to access.

ID MAC Address Status

1 ED-05-C5-84-20-89 Enabled

([ Add New...Jl[ Enable All_| [ Disable All

Description Modify
home Maodify Delete
] [ Detete Al ]

Cong cu do toc do truy cap Speedtest.net.

8-63 ky tu phuc tap.

Néu can muc bao mat cao hon, ban
o thé bat ché do kiém soat truy cap
thong qua dia chi MAC (Media Access
Control). Bia chi MAC la day so va ky
tu duy nhat tren mai thiét bi mang, do
do viec loc dia chi MAC sé giup ban xac
dinh cu thé may tinh nao duoc phep/
khong duoc phép truy cap mang Wi-Fi.
Deé thiét lap, vao muc Wireless > Wireless
MAC Filter > chon Enable, chon Permit.
Néu cac may tinh da truy cap vao mang
Wi-Fi, ban c6 thé nhan ngay nut Wireless
Client List de ghi nhan cac dia chi MAC,
néu khong ban phai nhap thu cong
tung dia chi MAC cac may tinh ma ban
cho phép truy cap.

Bao mat mang khong day khong
dung & viéc dat mat khau bao ve truy
cap hay loc dia chi MAC, ban cung can
bao vé cac thiét bi phat khoi bi xam
nhap va pha hoai. Vi chi can tim ra duoc
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Céng cu do tac do truy cap Speedtest.net.
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vi tri access point thi hacker co thé xoa
sach moi thiét lap cua hé théng mang
chi sau vai gidy Reset dua thiét bj ve
trang thai mac dinh luc xuat xuong
(Restore factory defaults).

8. Kiém tra toc do
truy cap

Pé xem toc do truy cap thuc té cua
mang khong day vua tao, ban néen su
dung mot cong cu do khach quan thay
vi kiém tra bang cam quan thong qua
viéc truy cap web. Co mot cong cu nén
web kha hau ich la Speedtest.net cua
Oakla dé ban lua chon. Speedtest co
theé do toc do upload, download cung
nhu gioi han bang thong cua mang
Wi-Fi.

Ban cang nén do toc do truy cap
noi bo thong qua mot cong cu do hieu
nang mang khong day. Chang han nhu

NetStress cuia Nuts About Net, LAN Speed
Test clia TotuSoft.

9. Dam bao an toan
cho tai khoan quan
tr

Viéc dau tién la ban can déi mat
khau quan tri cho mang Wi-Fi ngay
trong lan dau truy cap. Day la dieu
can thiét vi nhung mat khau mac dinh
cua tung hang san xuat va dong san
pham duoc gioi hacker thuoc long.

Ban cang nén dat mat khau cang kho
doan cang tot. Tham khao cach dat mat
khau manh tai www.pcworld.com.vn/
T1233742.

Mot s6 dong access point co phép
ban thiét lap ché do truy cap giao dién
quan tri voi nhiéu dia chi khac nhau.
Dieu nay giup cho viéc bao mat duoc
tot hon, nhung ban can luu lai cac dia
chi va thong tin dang nhap deé khong
phai “mé mam” khi 16 quén sau do.

Mot meo nho voi nguoi dung 10S
la ban nén luu lai thong tin dang nhap
vao giao dién quan tri vao ung dung
Notes tren iPhone/iPad (dung iOS 9 tro
Ién). Sau do kich hoat chuc nang bao
vé bang mat khau. Nhu vay, hé thong
mang cua ban tro nén an toan hon voi
"hai lop bao ve”.

Mot access point cho phep thiét lap
nhieu dia chi truy cap giao dien quan ly
mang Wi-Fi. 2
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';" th' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Mot access point cho phep thiét lap nhiéu dia chi truy
cap giao dién quan ly mang Wi-Fi,



